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INTRODUCTION
The Case for Good ID Advocacy Messaging Toolkit applies to two, interconnected
domains where identity information decisions are made.

Institutional ID Programs
Governments and businesses are accelerating new ID programs. Behind these decisions are
often important objectives: fulfill the right to legal identity, facilitate economic opportunities,
include everyone in formal society, and target services appropriately. But the technologies
presented to them are relatively new and untested, and the risks are still coming into focus.
Naturally, this dynamic can create vulnerabilities for people at the heart of the ID program, as
well as countries and companies.
This advocacy messaging framework presents Good ID as a way for leaders to close
knowledge gaps, establish important protections, and ensure everyone has a safe and trusted
form of ID that they want to use.

Data Trails Online
People are amassing long, often insecure trails of personal identity information simply by
engaging with companies and other individuals online. Very few people understand how they
are digitally identified or how their information is used. Moreover, most don’t know what rights
they have, what risks they are exposed to, and what safeguards are or could be in place. Not
only do consumers need information, protection, and control, they also need alternative tools
that are embedded with data privacy and security.
This advocacy messaging framework demonstrates how businesses can follow Good ID
guidance to build privacy-enhancing products and business models, earning trust and
giving everyone the power to decide how much—or how little—they wish to be seen in the
digital world.
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Why these messages are needed:
1. A Common Foundation
The Good ID approach was co-created with contributions by more than 200 individuals and
organizations. A common and flexible narrative can help ensure all members of the movement
consistently represent this collective idea. By design, privacy and security champions can adapt
this messaging framework to promote their own point of view, role in the ecosystem, and unique
contributions toward advancing Good ID.
2. Effectiveness
Governments and businesses hear many narratives about digital identity. For many years,
privacy champions have been experimenting with ways to help data privacy and security
standout and to make the case for Good ID. Their experiences—and this message testing
process—demonstrate that there are a lot of reasons to prioritize the tenants and best practices
behind Good ID, but not all of them resonate with decision makers. Appendixes A and B
showcase the many different approaches tested, as well as the messages that moved and
confused governments and businesses. This framework, however, focuses only on the features
of Good ID that strongly motivated decision makers to want to learn more.
4

Who and what these messages are intended for:
This messaging framework is intended for use by privacy and security champions communicating
with government and business leaders, who are pivotal to the decision-making process around
identity technologies, policies, and practices. This may include civil servants, policymakers, elected
officials, or international funders involved with government-issued ID and data governance.
This framework is also helpful when engaging entrepreneurs, technology company executives,
investors, or industry advocates that are leveraging identity data for business purposes or supplying
technology products and services.
A diverse group of technical experts and communications professionals identified the target
audiences and messages included in the framework. These messages, and the action-oriented
norms that champions add to deepen the conversation, can support strategic advocacy—including
communications, outreach, and educational efforts—to:
•

Elevate the importance of privacy, security, inclusion, transparency, and accountability in the design
and management of ID programs.

•

Champion ways individuals can derive value from their ID and play a major role in their own
identity management.

•

Position Good ID experts and resources to help governments and businesses achieve their
objectives in ways that also support and serve their constituents.

•

Recommend specific actions within the Good ID approach that each target audience can take to
improve ID-related technologies, policies, and practices.

Limitations and constraints of these messages:
This advocacy messaging framework serves a specific communications purpose and is not intended
to function as a summary of the evidence on identity systems, or a comprehensive review of the
challenges and solutions in the field. The framework addresses a carefully selected set of core
issues and drivers that can move decision makers to consider Good ID safeguards and support
data privacy and security. These messages are meant to be clear, simple (but not simplistic), and
responsive. Privacy and security champions can strengthen this foundation with research, stories,
practical guidance, recommendations, and other calls to action that answer target audience
questions and illustrate Good ID norms.
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JOIN THE MOVEMENT
Please help unlock the full potential of Good ID by sharing your research, stories, practical
guidance, recommendations, and other calls to action on the Good ID platforms — Good-ID.org
and @GoodID.
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the case for good id
advocacy messaging framework
This is designed to provide privacy and security champions with a common
foundation to effectively engage with government and business decision
makers and successfully influence them to adopt the Good ID approach—as
well as to build trust, respect rights, and support data privacy and security in
general.
The following framework outlines
how champions can structure their
conversations to be most effective:
•

•

•

•

EXPLAIN WHAT’S AT STAKE.
The core messages in this toolkit
frame the issue.

Privacy and security champions will
need to build on top of this common
foundation with custom messages that
best represent their points of view and
the norms they want to introduce:
•

INTRODUCE GOOD ID.
The core messages in this toolkit
describe the Good ID approach in clear
and simple terms.

PROVIDE EVIDENCE.
Please add the latest research and
stories from the people and markets
impacted by ID-related decisions.

•

CAST A SHARED VISION.
The audience-specific messages
link Good ID outcomes with the most
resonant national and business goals.

LAY OUT THE PATH TO GOOD ID.
Please offer practical guidance that
helps decision makers overcome
barriers and provide Good ID.

•

CALL FOR ACTION.
Please present custom
recommendations in line with your
organization’s strategy.

DEMONSTRATE ITS VALUE.
The audience-specific messages
highlight the most persuasive features,
benefits, and promises of Good ID.
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CORE MESSAGES
These core messages provide overall framing for Good ID. Core messages should be
used to set the context and define Good ID upfront. Ideally, these messages would
be paired with the audience-specific messages in the sections that follow, drawing
the decision maker deeper into conversation. Core messages can inform one-on-one
discussions, as well as a variety of communication events, campaigns, and materials.

Messaging Tips
Identity is a complex concept. When introducing Good ID, message testing showed that the
target audiences prefer simple, straightforward language. Government representatives aren’t
particularly moved by aspirational hooks, but do want big, societal changes to result from Good
ID. They are most motivated by the potential for economic growth and inclusion. In contrast,
business representatives are moved by aspirational messages, but want practical results. They
are most motivated by performance.
Governments and businesses gravitate toward memorable phrases in place of long, more
technical descriptions or lists of Good ID attributes. The target audiences also consistently
respond well to language centered around “trust,” “privacy,” and “rights.” The rights to legal
identity and to privacy offer a good platform for Good ID to be introduced; governments want
tools like Good ID to fulfill those obligations. However, a rights or accountability-based call to
action (at the end of the conversation) would be less effective than one that directly links to and
delivers on their objectives of data security and economic growth.
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“

Explain What’s at Stake

“

Introduce Good ID

•

How people are identified in the digital age
can have massive implications for economies,
societies, and individuals.

•

Good ID is an approach (to identity
management) that prioritizes data privacy
and security.

•

All identity programs require careful
stewardship to ensure they remain a force
for good and not a means of exclusion,
surveillance, and control.

•

Good ID is a framework of best practices that
help decision makers design and manage
ID programs so that individuals experience
equity, utility, and security.

•

Everyone should be able to fully and fearlessly
engage in our digital world.

•

In other words, Good ID helps leaders
design ID programs that include, benefit, and
protect everyone.

•

Good ID treats ID as a protected asset,
controlled by each individual and safeguarded
by law.

•

Good ID is valuable to individuals because
it unlocks more economic and social
opportunities, safely and conveniently.

•

In addition to privacy and security, Good
ID elevates and frames the importance of
inclusion, transparency, and accountability.
The approach also promotes ways for
individuals to play a major role in their own
identity management.

•

The result is an ID that is worthy of the
public’s trust.

•

More than 200 individuals and organizations
have helped shape the approach to ensure
Good ID unlocks opportunities fairly, enabling
everyone to engage in society on their own
terms and safeguarding them against misuse.

•

Good ID experts and resources can be
accessed via Good-ID.org or a contact at
your organization.
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Audience-Specific Messages
These tailored messages connect the Good ID approach with audience-specific
goals and needs. Audience-specific messages should be used to communicate
a shared vision and highlight the most relevant features, benefits, and promises
of Good ID, ahead of sharing supporting evidence and tailored recommendations.
Audience-specific messages, too, can inform one-on-one discussion, as well as a
variety of communication events, campaigns, and materials.
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Public Sector
When engaging a civil servant, policymaker, elected official, or international funder
involved with government-issued ID and data governance…

Messaging Tips
Message testing revealed that government leaders are primarily drawn to opportunities for
increased data security and economic growth.
For many government stakeholders, data breaches and cyberattacks are top of mind—and the
ability of the Good ID approach to make them less vulnerable to these attacks is a powerful
motivator. Governments are also inspired by the economic value that Good ID can provide. They
consistently gravitated toward messages about unlocking greater value, increasing economic
participation, and bringing more citizens into the formal economy.
Framing Good ID as an opportunity for leaders to set themselves apart in today’s digital world
also tested well. Governments are keen to stand out, among other countries as well as their
constituents, as good stewards of personal data.
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With the exception of data security, government stakeholders do not respond well to threat
or risk-focused messaging. They are not motivated by the opportunity to ward off big tech
or foreign influence, and did not respond well to political risks such as election outcomes or
increased violence and instability.
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“

Cast a Shared Vision
With advances in the digital economy and society, governments have the dual task of protecting the
rights and security of their people alongside fostering economic growth and innovation. Good ID
guidance provides a pathway for all of these responsibilities. By leveraging the Good ID approach,
decision makers can shape the direction of the country’s ID program to support the will of the people
and drive opportunity for all.

“

Demonstrate the Value of Good ID
Motivator: Data Security

Motivator: National Leadership

•

Good ID experts can offer practical ways to
help governments build stronger defenses
against cyberattacks and threats.

•

Governments who prioritize Good ID stand out
as good stewards of an invaluable national
asset—data.

•

Good ID resources point to specific ways
governments can protect against data
breaches and better secure people’s
identity information.

•

When government leaders prioritize the Good
ID approach, they set themselves apart as
forward-looking and credible in our rapidly
changing, competitive society.

•

Governments can drive local innovation and
attract new businesses that specialize in
privacy through the Good ID approach.

•

Government with Good ID programs and
practices demonstrate integrity, credibility,
and a commitment to human rights.

Motivator: Economic Growth
•

•

Studies show the Good ID approach helps
governments unlock more value from the
digital economy.
Good ID can bring more people into the
formal economy.
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Private Sector
When engaging an entrepreneur, technology company executive, investor, or industry
advocate who is leveraging identity data for business purposes or supplying ID issuers
with technology products and services…

Messaging Tips
Message testing revealed that businesses are motivated by the opportunity to bolster their
reputation through greater data security and business performance.
For many companies, data breaches and cyberattacks are a major concern, and the opportunity
to protect themselves from attacks is a powerful motivator. All companies are motivated by the
value Good ID can bring to their business. They preferred to hear about strengthening business
integrity and the opportunity to earn customer trust and loyalty. Companies are eager to
anticipate the needs of their customers and differentiate themselves in today’s data economy.
While data security risks and costs are compelling, business stakeholders do not respond well to
most market threats. They are not motivated by the opportunity to ward off competition or get
ahead of impending regulation. Businesses are keen to seize opportunities for growth, but did
not respond well to messages focused on insulating themselves from economic shocks or
evolving policies.
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“

Cast a Shared Vision
Trust is a powerful market differentiator for businesses today. Customers have lost faith in today’s
digital economy due to the misuse of their identity data. They are demanding more data privacy,
security, and control going forward. By practicing Good ID, businesses can lead and succeed in today’s
trust-broken market.

“

Demonstrate the Value of Good ID
Motivator: Data Security
•

When businesses prioritize the Good ID approach, they build stronger system defenses against
privacy breaches and cyberattacks, protecting their companies and the nation.
•

Cyberattacks and data privacy violations are business killers.

•

Rebuilding public trust and restoring corporate reputation is an expensive, lengthy, and difficult
process—one that many businesses don’t survive.

•

When businesses prioritize the Good ID approach, they minimize the data they collect, reducing
legal liabilities.

•

When businesses prioritize the Good ID approach, they learn how to prevent bad actors from
misusing their products and services in the future.

Motivator: Business Performance
•

Businesses that design for Good ID can produce more transparent, responsive systems that better
satisfy customers.

•

Businesses that choose the Good ID approach demonstrate a commitment to customers’ basic
rights and needs, resulting in more loyalty and better-quality data.

•

Businesses that choose the Good ID approach are more attractive and credible to investors.
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GETTING SPECIFIC
After piquing the interest of the target audiences, privacy and security champions can advance
conversations about Good ID with additional details. We encourage the sharing of specific
evidence, recommendations, and calls to action, after laying a clear and compelling foundation.
Visit Good-ID.org to access a range of helpful resources submitted by members of the
movement to build a strong case for Good ID.
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Please help unlock the full potential
of Good ID by sharing your learningS,
viewpoints, projects, events, and other
resources on the Good ID platforms —
good-id.org and @GoodID.

Omidyar Network is a philanthropic investment firm dedicated to harnessing the power of markets to create opportunity for people to improve their lives.
Established in 2004 by philanthropists Pam and Pierre Omidyar, the founder of eBay, the organization has committed more than $1 billion to innovative for-profit
companies and nonprofit organizations to catalyze economic and social change. To learn more, visit www.omidyar.com, and follow on Twitter @omidyarnetwork.

